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1 O01mue cBeaeHud

1.1 Yro Takoe «Kubdepcrad»

«Kubepcrab» — MomynbHas cucTeMa s OPraHU3allMOHHOTO OOECIICYCHHS
uHGOPMAIMOHHON 0€30MaCHOCTH.

Moayns «Mogens yrpos3» TMO3BOJSET MPOBECTH MOJIEIUPOBAHUE  YIPO3
Oe3omacHOCTH 3amMinaeMord uH(opmanuu, oOpabaTbiBaeMoil B HHMOPMAIMOHHBIX
cucremMax.

1.2 C yero Hauarth?

[TepBbIM 3TaioM pabOThI C MOJTYJIEM SIBJIIETCS] BBOJI JJAHHBIX.

A KuBepcTab 1.0.0 —_— D

2 A Xowragrep

2

JoKyMEeHT bl Beof AaHHbIX Momollb
1. Gpraunaaq PEKBH3MTLI HOPUAMYECKOTO NHLA

1.1. PexBM3WThbI KOPUANYECKONO
niua

MonHoe HasBaHWe opraHWsaLUKnu: TeppuTopWanbHbIR cpou,q 0BA3aTEeNLHOMD MeaWLMHCKOTD CTpaxoBaHWA Apocnascl

CokpalleHHoe HasBaHWe opradnaadi *  THOMC fApocnasckoii oBnacTu
1.2. TeppuTopuankHbie

nogpasaeneHua .

BBECTH CKNOHEHWe Ha3BaHWiA Mo nagexam
A

2. WMHdOpMaLMOHHBIE CUCTEMBI

L4

3. OBwbekTbl KMK

4. Cornacyroliwe nala

v
5. Buabl puckoe (ywepBoe) u

BO3MOMHBbIE HEMATHUBHLIE
nocneacTeMa

6. VHJOpPMaLUOHHBIE PECYPCEI M
KOMMOHEHT bl

b

7. McTouHukm yrpos Be3onacHocTH
LA coxpaHeHHA JaHHbIX HAKMHTE .

MHCp opMaLL I « CoXpaHWTb nameHeHus B B X OTMEHWTB BCE W3MEHEHWA
«OTMEHHTE BCE H3MEHEHMA» BEDHET BCE .

BBOI[I/IMBIG JaHHBIC JIOTHYCCKHN CI'PYIIIIMPOBAHbI, © BBOJUTH AAHHBLIC JIYUIIC B TOM
MopsAAKE, B KAKOM IPCACTABJICHBI ITYHKTBI B ICBOM MCHIO.

B kaxx1oM MyHKTe JI€BOr0 MEHIO JaHHbIE HE OTIPABJISIOTCS HA CEpBEP A0 TEX MOP,
noka He OyJeT HaxkaTa KHonKa «CoXpaHUTh U3MEHEHUs». [ coxpaHeHus! JaHHBIX TaKkKe
MO>KHO MCITIOJIb30BaTh coueranue kinapum Ctrl + S.

He oOs3atenbHO BBOAUTH Bce AaHHBbIE cpa3y. OQHAKO €CIM JaHHBIE BBEACHBI
YaCTUYHO, TO CO3/]aBa€Mbl€ JOKYMEHTBI MOTYT COJEP)KaTh IyCThi€ TAOJHIBI U TEKCT,
BBIJICIICHHBI ~ JKENThIM ~ MapkepoMm  (Hampumep, «HaummeHoBaHWE  JHOHKHOCTH
OTBETCTBEHHOTO TIOJIb30BATENISI KPUIITOCPEACTB»). Takue AOKYMEHTHl OyIyT OTMEYCHBI
YKEITHIM 3HAUYKOM.



1.3 Kak co3naBaTh JOKyMEHTBbI?
B paznene «/{lokyMeHTBD) 0TpakeHa UCTOPUS CO3/IaHUs JOKYMEHTOB KaXJA0ro BUA.

B kaxnoM mnoapasznene MOXXHO H3MEHSTh CTaTyChbl JOKYMEHTOB (IO Ha)KaTHIO
IIPaBOil KHOIKOW MBI Ha JOKYMEHTE), 3arpy»aTh CBOM BEPCUH, YAAIATH JOKYMEHTHI,
OTKPBIBATh UX ISl IPOCMOTPA.

v, KubepeTat 1.0.0 _Od
“ Mogyne «<Mogenk yrpoas 2 A XodwragTep
DoryMeHTbl Beof faHHbIX MomMols
1. Mogens yrpos (onucaTensHan Meogens yrpos Ge3onacHoCcTH 3aluilae Mo MHCDOPMaLMK (oNKcaTenkHan 4acTe)
4acThb)
2. Mofenk yrpos (akTyansHble Dﬂ Beirpyante @ Mpocmotp | i) Yganuts
yrposel)
‘ [
L
BepcuA wabnoHa 1 Mo
Oenb yrpoa Mopenb yrpos
12.10.2023 e v
(Tekywas) o o
| Coapath | He yTeepxgeHa YTBEEpHKOEHE
S 30.08.2024 30.08.2024
Myctas Byxrantepua
| 3arpysuTb | Ana npumepa

{:} CMeHUTE | TeppuTopuansHei hoHa 0B6A3aTeNEHOro MeMLWHCKOrD CTPaxoBaHuA Apocnaeckoi obnacTu



2 JIokyMeHTbI

Mopenb yrpo3 6€301macHOCTH 3amuinaeMon nH(opMaIuu B CHTy 00JIBIIOTO 00beMa
CO3/1aBa€MOro JOKyMeHTa (opMHpYyeTCs B BUAE IBYX TOMOB — OMHCATeIbHAs 4acTh U
COOCTBEHHO pacydeT aKTyaJlbHbIX yrpo3. s kaxmoit MHPOPMAIMOHHON CHCTEMBI, €¢
CerMeHTa WM a0OHEHTCKOTO TMYHKTa MOXXET OBITh CO3/aH WM 3arpy>kKeH TOJbKO OIUH
aKTyalbHBIA JOKYMEHT.

JIOKyMEHTBI, KOTOpbI€ OBLIM 3arpy>XeHbl B CHUCTEMY H3BHE, a HE CO3JaHbl €e
cpeacrBaMm, OTMCUYCHEI TOJIY6BIM 3Ha4koM «Ilonp30BarenbCckuii JAOKYMCHT».
:V KuBepcTab 1.0.0 — D

“ Mogyns «<Mogens yrposs :. A Xocpwranrep

2]

JoKyMeHTbI Beog naHHbIX MomMous

1. Mopgens yrpos (onucaTensHan Mogenk yrpoa Ge3onacHocTH 3alMLLaeMoid MHcpopMaliy (onMcaTenkHanA YacTe)
4acTh)

2. Mofens yrpos (akTyansHele EJ‘I BbirpysuTe @ MpocmoTp @ Ypanute

yrpoabi) :
Bepcua wabnoxa 1 Mogenk yrpos Mogens yrpos Mogene yrpos

12.10.2023
(Tekywas) o
He yTeepxaexa ¥TBEpH® OeHa He yTeepxaeHa

30.08.2024 30.08.2024 30.08.2024

| Mycras Eyxrantepua Eyxrantepua

| Cozpath |

[nA npuMepa

] 5 © E @ E

| 3arpysuThb

B cnyuae, ecau mocie co3gaHus JOKyMeHTa B paszjaene «BBoa maHHbIX» Obuin
BHECEHbl HW3MEHEHHUs (HampuMep, H3MEHWINCh XapaKTePUCTUKH WH(POPMAITMOHHON
CUCTEMBI, COCTaB HapyLIUTEIEH W T.I.), U 3TH HU3MEHEHUs 3aTPOHYJU COJAEpKAHUE
KOHKPETHOTO JIOKYMEHTA, Y HEro IOSBUTCSA 3HAYOK B BHUJIE KPACHOW CTPEIKH «YTpaTHI
aKTYaJIbHOCTB).

JIOKyMEHTBI, B KOTOPBIX HE BCE 3aMI0JIHEHO, OYyT 0003HAUYEHBI KEJITHIM 3HAYKOM.
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KubepcTtab 3.0.0

Mogaynb «<Mopaesb yrpos»

=

&
)

JOKYMeHTbI BBof AaHHbIX Momolyb
1. Mogenb yrpos (onucaTesibHas Mogenb yrpo3 6e3onacHocTy 3aluiLaemMomn MHopmaLmm
4acTb)
2. Mogenb yrpo3 (akTyasbHble Dﬂ BbIrpyauTh @ MpocMoTp _@_ Ypanutb
yrpoabl)
Bepcusi wabnoHa i Mogenb yrpos Mogenb yrpos
01.03.2022
o o
He yTBepxaeHa He yTBepxaeHa
14.03.2025 14.03.2025
JINC «AnTaii» JINC «AnTai»
>

Ha Texymiuit MOMEHT BBITpy3Ka MOJIENH yTPo3 IOCTyIHA TOIbKO B popmare ODT.



3 BBoa 1aHHBIX

3.1 Hoapazaea «Opranuzanus»

3nech BBoUTCA 0011ast nH(popMaIys 006 opraHu3aIum.

Ecnu y opranuzanuu ectb TEppUTOpHAIbHBIE MOApa3feieHUs (HE SBISIOIIUECS
OTJETBHBIMU IOPUJIMYECKUMH JIMIAMHU), TO €CTh OHa (YHKUHMOHUpPYyET Ooyee 4eMm Mo
OIHOMY  ajpecy, cieayeT BbIcTaBUTh (naxok «Hanmuuume TeppuTOpHAIBHBIX
nojpaszaeneHui». B atom ciayuyae Oyzaer JOCTynHAa BO3MOXKHOCTh BBOAA MH(OPMALIMHU I10
KQKJIOMY TEPPUTOPUAIIBHOMY IIOIPa3IEICHUIO.

Ny KubepeTab 1.0.0 —_— D

“ Moaynes «Mogens yrposs 2_ A Xowranrep

B

JOKYMEHTI Beog AaHHbIX NMomols

1. OpraHuzalma TeppuTopHankHble Noapa3aeneHus

1.1. PekBW3WTHI HOPHOMHECKOTD

nuua Beic TOT hAam oK, ecM Balla OpraHM3alynA HaxoguTcA Gonee Hem No 0AHOMY aAPECy, TO eCTb HMEET TEPPHTOPHANBHO
nogj HHA
1.2, TeppuTopHanbHble
nojpasieneHna L /| Hanuuue TeppuTopuansHeIx NoapasaeneHui
L FonosHoe nogpasgeneque *  Monoexoe nogpasnenedue (. Apocnaens, yn. CoseTckan, . 1
MR MO E M TeppuTopuanbHble nogpasgeneHus
v
b duneTpoBaTE AaHHbIE B Tabnuye
3. DOberTel KUK M Anpec
4. Cornacyouime nuua E '@' lonoeHoe NofpasfenaHle r. ipocnaens, yn. CoeeTckaa, a.11/9
v L,f @ '@' Teepckoe nogpasoeneHue r. Teepb, yn. KoMMYHMCTOB, 0.5
5. Buabl puckoe (ywepboe) u E @ M Noapaspenexue 2
BO3MOMHEIE HEraTMBHLIE
Yucno cTpok: 3
nocneicTexA
6. MIPOPMALIMOHHBIE PECYPChi H -}~ DoBaBuTb TeppuTopHanbHoe Nogpasaenetie ¥ [anuThb Bbl AeNeHHble CTPOKK
KOMMOHEHT I
v
{ >

7. McTouHukW yrpos BesonacHocTi
JAna coxpaHeHUA QaHHEIX HAaKMHTE ...

WHChopMaLLM + COXpaH1TL HameHeHwA B B ¥ OTMEHHTE BCE M3MEHEHNA
«OTMEHWTE BCE HAMEHEHHA? BEDHET BCE

;} CMeHWTb | TeppuTopuanbHbli hoHn oBA3aTENbHOM MeQULMHCKOro CTPaxoBaHuA Apocnasckoi obnacTu

[Ipu OTCYTCTBUM TEpPPUTOPUANBHBIX TMOAPA3ACICHUA NPU BBOJE JAaHHBIX O
KOHTPOJUPYEMON 30HE OpraHu3alu B ToJie «Aapec (PaKTUYECKOTOo MECTOHAXOXKACHUS
OpraHu3alKW» M0 YMOJIYAHUIO OTOOpaXKaeTcsl IOPUINUYECKUHN apec OpraHu3alkH.

3.2 lloapaszaen «MH(popMaALOHHbIE CHCTEMBbD)

B sTom moapasnene BBoASATCS JaHHbIE 00 MHOOPMAIMOHHBIX CUCTEMAaX, B KOTOPBIX
ocylIecTBisieTcs 00paboTKa 3anuiaeMon nudopmauu.

CoriacHo KJIacCHYECKOMY ONpEACTeHHI0, MMoJa HH(GOPMAIMOHHONW CHUCTEMOM
MOHUMAETCS COBOKYMHOCTh COJEepKaimieiics B 0a3e JaHHBIX uWHOOpPMAIMU U
oOecneunBaromux ee 00padoTKy HH()OPMALIMOHHBIX TEXHOJIIOTUN U TEXHUYECKUX CPECTB.
Taxum 00pa3om, Ipyu OTIPEICIICHUH TPAHUI] i COCTaBa MHPOPMAIIMOHHON CUCTEMBI MOKHO



8

OTTAJKUBATHCS OT HAJIM4YUS COOCTBEHHOW O0asbl JAHHBIX, COACpIKAIIEH 3alUIIaeMyl0
uH(pOpMAIMIO, TPOTPAMMHBIX CPEJCTB, NPUMEHSIEMBIX IJsi €€ O0O0padOTKH, Kpyra
TEXHUYECKUX CPEACTB (CepBEpoB, paboOYMX CTaHIMI), HA KOTOPBIX OOpabaThIBaeTCs
3amuinaemMasi uHpopmarusi.

IIpu co3nanuu WHGOPMAIIMOHHOW CHUCTEMBI MOXHO BbIOpaTh, Oyaer s
IIPOBOJUTHCA MOJIEIIMPOBAHUE YIPO3 MO CUCTEME B LIEJIOM (BBIOOP MO YMOJIYAHUIO), JIUOO
OTJENIBHO M0 KaXJA0OMY CErMEHTY HH(GOPMAITMOHHON CHCTEMBI.

JIns manbHEIero MoAeIMPOBaHUSl YTPo3 HEOOXOIUMO BBECTH BUbI 3aIUIIAEMOM
nH(pOpMAIIMK U MPEIBABISIEMbIE XapaKTEPUCTUKU 0€30MacHOCTH MH(OpPMAILUM, a TaKXKe
KJacchl / YypOBHHU 3alllUIIEHHOCTH B Cly4dae, eciu WHGOpPMAllMOHHAs CHCTEMa
KJIacCCU(UIIUPYETCS 110 TEM UM UHBIM TPEOOBAHUSIM 3aIIUTHl HHPOpMAITIH.

Cnmcok UCIoIb3yeMoro MpUKIaIHOTO MPOrPaMMHOT0 00eCTieueHHsI MOKHO BBECTU
KaK BPYYHYIO, TAK ¥ UMIOPTUPOBaB u3 daiina ¢ pacmmpenueM xls, xIsx, ods umu csv.
OO6pa3er ¢aiina 3arpy3Ku MOKHO BBITPY3UTh, HA)KaB HA COOTBETCTBYIOIIYIO KHOIIKY.

B nogpasnene «l1laGi1oHbl HHPOPMAIIMOHHBIX CHUCTEM» MOXHO Ha OCHOBE paHEe
BBEJICHHOW WH(GOPMAIIMOHHON CHCTEMBI CO3JaTh «IIAa0JIOH», B KOTOPOM 3a(pUKCHUpPYyETCs
BBEJICHHAs MO cucteme HHpopmarus. JlanpHeillnee M3MEHEHHE JAaHHBIX O CHUCTEME He
OyJleT oka3biBaTh BIUsHUS Ha ma0ioH. Ha ocHoBe miabiioHa MOXKHO CO3/1aBaTh HOBBIC
MH(OpPMAIIMOHHBIE CHCTEMBI, B KOTOpble OyAeT CcKonmupoBaHa HWH(popmanus,
comepxamascs B 1maonone (kHomka «Co3mate MC mo mabrmony» B mojapasjeine
«Onucanne MHPOpMAMOHHBIX cucTem»). [1labmoHbl MHMOPMAIIMOHHBIX CHUCTEM MOTYT
nepenaBaTbCsi B JAPYrHE€ OpraHu3aluy, SKCIUTyaTUPYIOIIME TMPOTPAMMHBIA KOMIUIEKC
«Kubepcrab» (moapoOHee o HACTPOIMKax mepeaadr MadJIOHOB HHPOPMAITMOHHBIX CUCTEM
CM. PYKOBOJICTBO aJIMUHHCTPATOpa Ha MPOrpaMMHbIi komiuieke «Kubepcrady).

3.3 Iloapaszaen «OobexTHl KN

B nanHoM moapasgene ykaspIBaeTcs, Kakue HH(POPMAIMOHHBIE CHCTEMBI,
aBTOMAaTU3UPOBAHHbBIE CUCTEMBbI yIpaBJICHUS U UH(POPMAIIMOHHO-
TEJIEeKOMMYHUKAIIMOHHBIE CETH M3 YHCIa BBEACHHBIX paHee SBISIOTCS OObEKTaMH
KPUTHUECKOH HMH(DOPMALIMOHHONW HH(PPACTPYKTYpPHI, TO €CTh, COTJIACHO OMNPEICICHHUIO,
YYacTBYIOT B OCYIIECTBICHUH KPUTUIECKUX MPOIIECCOB.

Jnst  nanbHeiIero MOAENIUPOBAaHUS Yrpo3 HEOOXOAUMO BBECTH KaTErOpHUH
3HAYUMOCTH OOBEKTOB KPUTUYECKON MH(OPMAIIMOHHON HHMPACTPYKTYPHI.

3.4 Iloapaszaena «Coryacywiume JUIA»

3.4.1 llItaTHOE pacniucanue

B nompasznmene  «llltaTHoe — pacmucaHue» — ONUCHIBAIOTCS  CTPYKTYPHBIE
NoJIpa3/ieJIeHus U JOJDKHOCTH, CYyIIEeCTByoIMe B opranHuzauuu. llltaTHoe pacnucanue
MO>XHO BBECTH KaK BPYUYHYIO, TaK U UMIOPTHUPOBaB U3 ¢aiiia ¢ pacmupenueM xls, xlsx,
ods umm csv. O6pazery ¢aiina 3arpy3ku MOKHO BBITPY3UTh, HAKaB Ha COOTBETCTBYIOIILYIO
KHOIIKY.



3.4.2 CorpyaHukn

Crnmcok COTpyAHUKOB OpraHu3aiuu B mnojpaszeie « COTpyIHUKN» TaK Ke MOKHO
BBECTH KaK BPYUYHYIO, TaK ¥ UMIIOPTUPOBAB U3 ¢aina ¢ pacmmpenueM xls, xIsx, ods wmm
csv. Ecn moMuMo MMeH COTpYIHHUKOB (haili COACPKHUT MX JaThl POXKACHUS (BO BTOPOM
CTOJIONE), JOJKHOCTU (B TPEThEM CTOJIOLE), OTACNBI (B UETBEPTOM CTOJOIE), TaOEIbHBIC
HOMepa (B MATOM CTOJOIE), aapec IEKTPOHHOM MOUTHI (B IIECTOM CTOJIOIE), HOMED
TenedoHa (B ceIbMOM CTOJIOIE), 3TU JaHHbIE Tak ke OyAyT 3arpykeHbl. OOpasen (aiina
3arpy3KH MOKHO BBITPY3HUTh, HA’KaB HA COOTBETCTBYIOIIYIO KHOIIKY.

Kpome Toro, goctynHa BO3MOKHOCTh aBTOMAaTU3HPOBAHHON PETYIISIPHON 3arpy3Ku
JAHHBIX O COTPYIHUKaX M3 mporpammbl «1C» (CM. pyKOBOJCTBO aJIMHUHHUCTpaTOpa Ha
nporpamMMHbIi komrieke «Kubepcrady).

3.4.3 CropoHHue Juna

B monpasnene «CropoHHHEe NWIla» MOXKHO BHECTH HHGOPMAIMIO O CTOPOHHUX
OpraHu3alusIX U UX COTPYIHUKAX, BHITTOJHSIONINX JIJISl Balled OpraHU3aIluu Kakue-irn0o
paboThI B 001acTH HHPOPMAITMOHHOM 0€30MaCHOCTH.

st paboTel B Moayie «Momaens yrpo3» JOCTaTOYHO BBECTH TOJBKO JaHHBIC O
COTPYIHHKAaX W CTOPOHHUX JHI[AX, KOTOpPhIe OyIyT Yy4YacTBOBAaTh B MOAMHCAHUHU
(YTBEpXKJIEHHM,  COTJIACOBAaHWHM)  MOJeled  yrpo3  O€30MacHOCTH  3allUIaeMOU
uHopMaruu. Y 3THX COTPYIHHUKOB HEOOXOIWMO BBHICTaBUTH (raxkok «lmeer mpaBo
TIO/IITHCH.
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Ny KubepcTat 1.0.0 - O
u Mogynb «Mogens yrposs :. A Xochwragrep
= = id
JOKyMEHTbI Beojg AaHHbIX MomMows
1. OpraHnsauyws CoTpyaHUKK
v ~
Mrman WeaH
2. WMH(popMaLKHOHHEIE CHCTEMBI
= OT4ecTBO (MPW HANMW4KK) MeaHoBWY
3. OBbekTbl KMK baMuIua B UMEHUTENbHOM nagexe *  WBaHos
WMHUUManE! U haMunua: .M. MeaHoB

I 4. Cornacyrouwme nuua

JaTta poxaeHua
41. LWraTHoe pacncaHue

4.2. CoTpyOHHKW

AaHHBIX. B NDOTMEHOM CyY.
BYHOLLMM

4.3. CTOpOoHHWE NULla

TabenkHbli HoMep
A

5. Bugel puckoe (ywepBoe) 1 Homep Tenecpona
BO3MOXHBIE HEMATUEHBIE

nocnegcTEMA ALpec aNeKT POHHOA NoYTbI

Otmen
6. MHpopMayWoHHBIE pecypckl U A
KOMMOHEHT kI
JomKHoCTE
v
MMeeT Npago noanMck
7. WcTouHMKM yrpoa GeaonacHocTH
MHpopMaLm =
T 5% (T [na coxpaHeHHa JaHHBIX HAXMHUTE « 0ToBO»
= «0TMeHa» BEDHET BCE 3HAYEHMA K MCXOQHbIM
~
8. TexHuku 4 nocTpoeHms qL< ] >
CLiEHapWeB peanuaali yrpos
~ CoXpaHWTk uaMmeHeHua e B0 X OTMEHWTE BCE M3MEeHEeHWA A L T LA ST SR

«OTMEHHMTE BCE M3MEHEHHA: BEDHET BCE 3HAYEHHA K ...

2 CMeHWTE  TeppUTopWankHbIi thoHg 0BA3ATENBHOD MEJMLMHCKOTD CTpaxoBaHuA ApocnaBckoi oBnacTu

3.5 lloapazaen «Buabl puckoB (yuiep0oB) U BO3MOKHbI€ HeraTUBHbIE MOCJIE/-
CTBHS»

B nanHOoM moxpasnene onpenesnsitoTcs BO3MOYKHBIE HEraTHUBHBIE MOCIEICTBUS OT
HApYIICHUS XapaKTePUCTUK 0€30MacHOCTH 3amfuinaeMoil nHpopmaruu. s oOnaerdyeHus
BbIOOpa MO KaXJOMY YpPOBHIO ylepOa IpeanararoTcs YTOUHSIOIIME BOIPOCHL, IOCIE
OTBETa Ha KOTOpbIE M HaXaTusi KHONKU «[IpuMeHuTh» OyayT MpeuioxKeHbl MOIXO0IAIIIE
HETaTUBHBIE NTOCIIEICTBUS.

3.6 Iloapasaen «MH(popMaLMOHHBIE PeCYPChl U KOMIIOHEHTBI»

B nmanHOM moppasnene ONpenensioTcs BO3MOXKHBIE OOBEKTHI BO3ACHUCTBUS,
BO3/ICIICTBHE HA KOTOPHIE MOYKET HAPYIIUTh XapaKTEPUCTUKU O€30MACHOCTH 3aIMIAeMON
uHpopManuu. OObEKTHI BO3JEHCTBYS, 100aBIIsieMbIe MOJIb30BATENIEM, OTMEUEHBI 3€JIEHBIM
BETOM (MX MOXHO YJalsTh); OOBEKThl BO3ICHCTBUS, A00aBiIsIEeMble aBTOMATHUECKH,
OTMEUEHBI OEJIBIM LIBETOM (UX YJaJIeHHE HEBO3MOKHO).

B kadecTBe BO3MOXHBIX BHIOB BO3JEHUCTBUS HAa OOBEKTHI MOTYT OBITH BBIOpAHBI
CTaHJapTHbIE BHUABI, JHOO 100aBIEHBl NPOU3BOJBHBIC BHUABI TMPUMEHUTEIBHO K
KOHKPETHOMY OOBEKTY BO3CHCTBHSL.



11

v, KubepcTa6 1.0.0 —_— l:l

“ Mogyne «Mogens yrposs :. A Xocpwragrep

2 |8 o

JOKYyMEHTbI Beoj AaHHbIX MomMows

1. OpraHvsauma 4 O0bekTbl Bo3gedcTEMA > OObEKThI BO3AeRcTEMA AnA UC

v

WMHcpopMalmoHHan cucTema: Byxrantepus
2. MH(pOpMaLHOHHBIE CHCTEMBI

OnpenenudTe Té

SCKHE CPECTBA PA3HBIX THNOB, KOTOPkIe BYAYT ABNATECA 00LEK TAMK BO3AEHCTEMA. BrigeniTe 00BEKT M C MOMOLBI K

W alTe ero KOMMOHEHTEI

«[l00aBUTE» 3

3. DBBeKTEI KWW

MporpaMMHO- annapaTHble
4. Cornacyollue nuua cpefcTBa o6paBoTKM U XpaHeHHA AKTHBHOE ceTeBoe ofiopy oBaHke OBecnednBaloLLMe CHCTEMBI

HHcpopMaLium
v

5. Bunabl puckoe (ywepGos) u <+ Dobaeute [ Wamenuts ceoiicTea Konuposate | TH] Ypanure
BO3MOXHbIE HEraTHBHbIE
nocneacTena () =Bce ofbekTbl>
6. MHchopMaLMOHHBIe pecypchl 1 © apxuTexTypa UC
KOMOHEHT bl L@ aPm
6.1. OG6BEKTHI BO3AEHCTEMA ++ () nporpaMmtoe Cp3M ypoBHA y3na

52 [ ETEETE () npuknafHoe MO, NpefHasHaveHHoe AnA oBpaboTku MH opMaLuu

() seB-Gpaysep

O oc
7. WCTOYHWKM yrpo3 Be3cnacHocTH
MHpopMaLum < () MukponporpammMHoe oBecrnedenue BIOS/UEFI

Fy

v @ cepsep

8. TexHWKW AnA nocTpoeHua
CLieHap1eB peanu3aLium yrpos

3.7 lloapaszaen «ACTOYHUKH YIPo3 0€30IaACHOCTH MHPOPMAUN»

B JaHHOM IIOApa3acyic OIPCACIIAIOTCA BO3MOKHBIC HAPYIIUTCIH 0e301acHOCTH
3amnmaeM01}’I I/IH(i)OpMaHI/II/I, X OCJIIN U ITPUMCHACMBIC CITOCOOBI pcalin3aliiu yrpoas.

Ha ocHoBaHum paHee BBEICHHBIX JaHHBIX 00 WH(GOPMALMOHHBIX CHCTEMaX
(kmacchl / YpOBHU 3alUIIEHHOCTH, KaTErOpUs 3HAYUMOCTH I OOBEKTOB KPUTHUUYECKOM
uHGOPMAIMOHHON  MHOPACTPYKTYphl)  (HOpMHUpYeTCS  NpEABAPUTENbHBIA  CIHCOK
BO3MOXKHBIX HApYyIIUTENEH, U3 KOTOPOTO CIEAYET BHIOPATh TE€X, KOTOPBIE TOJKHBI OBbITH
pPaccMOTpPEHBI B MOJIENU yTpo3 (moapaszzen «Bo3MoKHbIe HApYIITUTEIN).

B kauecTBe BO3MOXHBIX M€l peanu3allu yrpo3 MOrYT ObITh BbIOpaHBI
CTaHJApTHbIE UeaH, JUO0 [J00aBIEHbl MPOU3BOJBHBIE LENM NPUMEHUTEIBHO K
KOHKPETHOMY HapyLIUTEIIO.

AHANIOTHMYHO, B Ka4yeCTBE BO3MOXKHBIX CIIOCOO peanu3alf yrpo3 MOTYT OBITh
BBIOpaHbl ~ CTAHJApPTHBIE CHOCOOBI, JIMOO J100aBJIEHBI TMPOU3BOJBHBIE  CIHOCOOBI
MPUMEHUTENBHO K KOHKPETHOMY HapyLIUTEINIO.

3.8 lloapazaea «TexHMKH AJIs1 MOCTPOCHHUS CLIEHAPHEB PeaJIu3aliu YIpo3»

B nmannom mnogpasaene onpenensitorcss TexHukd Martpuiiel MITRE ATT&CK,
aKTyaJbHbIC JUISI KaKI0W WHGOPMAITMOHHON cucTeMbl. [[1s1 BhIOOpa TEXHUK HEOOXOIUMO
OTMETHUTh MOAXOAIINEe (PUIBTPHI U HakaTh KHOMKY «[IpuMeHuTH», Mocie 4ero Bce
pEKOMEHJyeMble I BKIIOYECHHS B MOJEIbh YIPO3 TEXHUKHA OYIyT BBIJACIICHBI
aBTOMATHYCCKH.
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3.9 IToapazaen «YcJa0BHUS peain3allu Yrpo3»

B nanHoM moppasznesne nepeducieHsl IpoYre yCIoBUs, KOTOPbIE MOTI'YT BJIMATH Ha
aKTyalbHOCTh yrpo3. HexkoTopsie u3 ycnoBuit MOTYT ObITh aBTOMAaTUYECKH BBIJICTICHBI / HE
BBIICTICHBl U 3a0JIOKUPOBAaHBI — JTO 3aBUCUT OT paHEe BBEJICHHBIX JaHHBIX 00
UH(GOPMAIMOHHON CUCTEME, BOBMOKHBIX O0OBEKTaX BO3JICHCTBUS B €€ COCTaBE, a TAKXKE OT
aKTyaJIbHOCTH / HEAKTYaJIbHOCTH JIPYTUX YCIOBUH peau3alyi.

3.10 Hoapasaes «CNUCOK aKTyaJbHBIX YIPO3»

B nanHOM moppasnene ocylIeCTBISETCS HEMOCPEICTBEHHbINM pacueT akTyaJlbHOCTH
yrpo3 Oe3omacHocTH 3auuiiaemMoi uHpopmanmu. Ha akTyanbHOCTH Yrpo3bl BIUSIET
MHOXXECTBO  (DAKTOpOB: HaJIM4YM€ COOTBETCTBYIOUIMX OOBEKTOB BO3ACHCTBUS U
HapyILIUTENeH; COOTBETCTBUE IIeJeil HapylHTeNed W NPUMEHSEMBIX HUMH CIOCOOOB
peanu3anyyd BO3MOKHBIM BUIaM BO3JICUCTBUS HA OOBEKTHI U HETAaTUBHBIM MOCIIECTBUSAM,
KOTOpPbIE MOTYT HACTYNUTh B PE3yJbTaT€ TaKOro BO3JAEHUCTBUS; aAKTYaJIbHOCTb
COOTBETCTBYIOIIMX YCIOBUN peaTn3aiiu.

B ciywae, eciu cnHMCOK akTyallbHBIX YIpo3 YK€ ObUI COCTaBJ€H, HO HCXOIHbBIC
JAHHBIC TSI MOACIUPOBAHUS YTPO3 U3MEHIIINCH, Y COOTBETCTBYIONICH WH(OPMAITMOHHON
CUCTEMBI TOSBHUTCS ToMeTka «CmucoK yrpo3 TpeOyeT mepepacuera». B sTom ciydae
CJIeTyeT HaKaTh KHOMKY «OOHOBUTH aKTyaIbHBIC YTPO3bIY.

Ny KuBepcTab 1.0.0 —_— D

% Momyns «Mopens yrpoa» 2 . Xoduwranrep

B 5

JOKyMeHTbI Beoj] faHHbIX Momouws

1. OpraHuzauyus 4 Cnucok akTyankHeIX yrpo2 > AKTyankHble yrposel ona MC

v ~

WMHtbopMalmoHHan cucTeMa: Byxrantepus
2. WMHhopMaLWOHHBIE CUCTEMBI

o PaccuyuTaliTe nepeqeHb akTyanbHLIX Yrpos, onpeqenseMii Ha 0CHOBE PaHee BBENEHHBIX [JaHHbIX

4 ERalol Cnucok yrpos Tpefyer nepepacyeTa, NOCKONbKY W3MEHWUITNCE MCXOAHBIE [aHHBIE, BNMAKLME HA aKTYanbHOCTE Yrpos

4. Cornacyolime nuua
OGHOBWTE aKTYankHBIE YTPo3bl
v

CnucokK yrpos
5. Buabl puckoe (ywepB6oe) u
BT RA TR B e SN R e M aeHTuhUKaTop yrpoasl HasBaHue yrposbl
nocneacTexA
YEK.004 yrposa annapaTHoro cBbpoca napona BIOS
6. WHpopMalLWoHHBbIE pEcYpChl W
KOMMOHEHT bi YBW.008 Yrposa BoCCTaHOBNEHWA W/WIK MOBTOPHOMD UCTMIONL30BaHUA
ayTeHT U uKaL MoHHOM Hch opMaL i
v
YEW.009 Yrpo3a BocCTaHOBNEHWA NpefbIAYLWed yA3BUMOR Bepcum BIOS
7. McTounukn yrpos GesonacHocTh
e o) Mau:wp YEM.012 yrposa AecTpyKTHEHOTD M3MeHEeHUA KoHpury paLuk/cpe bl
B OKPYKEHUA NporpamMm
v
YEW.013 Yrposa AecTpyKTUBHOMO MCNONL30BaHUA AeKNapupoBaHHoro
8. TexHWKW AnA nocTpoeHuA chyHKLuonana BIOS
ST UL T e YEW.014 Yrpoaa ANUTenkHoroe y AepKaHua BbIYMCIUTeNbHLIX pecypcoB
nonk3oBaTenaMu
9. YcnoeuA peanuaauuu yrpos
YEWM.018 Yrpoaa 2arpyaku HewTaTHoih OC
10. CnWcok akTyanbHbIX 3
I e S YEW.022 Yrpoaa uabbITOYHOMO BbIAENEHUA ONepaTUBHONR NaMATH <
11. CBA3u aKTyasnbHbIX Yrpos ¢ JIns coxpaHeHus JaHHbIX HaXMUTE «F0ToBOs
obbekTamu Bo3AedcTBURA o7 Il A BT «0TMEHa» BEDHET BCR 3HAYEHMA K MCXOHBIM

<j CMeHuTb  TeppuTopuantHbli hoHf oBA3aTensHoro MedULWHCKOro cTpaxoBaHuA fpocnaBckoil oGnacTu
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3.11 IToapasznen «CBSA3M aKTYaJBbHBIX YIPO3 ¢ 00beKTAMH BO31eCTBU»

B nmanHOM mojpasznene OKOHYATETHHO OMPEEISIOTCS OOBEKTHI BO3IECUCTBHS IS
yIpo3, TMPU3HAHHBIX AaKTyalbHBIMU. J[7si OONBIIMHCTBA yIpoO3 CBS3M CO BCEMU
BO3MOXXHBIMH OOBEKTaMHU BO3JCUCTBUS OyayT 3amaHbl aBTOMaTtmdecku (MeTka «Bce
BO3MOXHBIE CBSI3U 3aJaHbl» B cTonOue «Bce cBs3u 3amanbi»). [nsg tex yrpos, s
KOTOPBIX JIOCTYITHa BO3MOXKHOCTH J00aBUTH CBSA3b C JOMOJHUTEIBHBIMU OOBEKTAMHU
BO3JICHCTBUSI, 0TOOpaxkaeTcsi MmeTka «Hu ofHa U3 JOCTYNMHBIX CBA3EW HE 3a/laHay - MpHU
nepexofe Ha NaHelb pPEAAKTUPOBAHUS TAKUX YIPO3 MOXKHO OTMETUTH (iakkaMu
JOTIOJTHUTENbHBIE 00BEKTHI BO3ICUCTBHS JIs1 yTPO3bI, €CIIU 3TO HEOOXOAUMO.

vy KuGepeTab 1.0.0 -0
“ Mogyns «Mogens yrposs :_ A Xohwragrep
= = i
JOKyMEHTbI Beof faHHBIX Momouye
1. Opranusaugua 4 CBA3MW aKTyanbHbIX Yrpos ¢ ofbekTaMu BoafedcTEMA > CBA3M aKTyanbHbIX yrpoa ¢ ofbekTaMu Bo3fedcTena ana UC
v ~

WMhdpopMalolHan cucTema: ByxranTepua
2. WHthopMalWoHHBIE CUCTEMBI

TAMM BO3OEACTBHA QN8 yrpos, -.’IL-":L:‘.IFIPJIJ.:M./). BHHMaHHWA NONb30BATENA, ONMHPAACE Ha TPaDHYECKHe DEKOMEHQaUHH B

v

3. 06wexThl KM
3afjaTh BCe BO3MOXHbBIE CBA3M Yrpo3 ¢ ofbeKTaMK BO3AeACTENA
4. Cornacyrouime nuua
CeAaW yrpoa c o6bekTamMu BO30eNcTBUA

v
Y WpenTuchukatop yrpossi HazeaHue yrpo3ssl 06BeKTEI BO3flefCTBUA A Bce ceAsn
5. Buapbl puckos (yuiepBos) u 3afaHb!
BO3MOXHBIE HEMATHEHEIE
nocneacTexa Lf YE.004 yrposa annapaTHoro cBpoca napons BIOS — MUKponporpamMmMHoe
obecnedenune BIOS/UEFI -=
6. WHthOpMaUWOHHLIE PECYPCI W APM;
KOMMOHEHTbI MUKponporpamMmMHoe
obecneueHue BIOS/UEFI ->
v cepeep
7. WcTouHMKW yrpos BesonacHoCTH L,’ YEBW.008 Yrposa BoCCTaHOBNEHWA WK YUYeTHLIE 3anucKu
uHchopMaLum NOBTOPHOI UCMONL30BaHUA nonsk3oeatened
ayTeHTupMKaLMoHHON MHg opMaL (MaeHT b MKaLWOHHAA 1
) ayTeHTUbUKaLMoHHaRA
UHcpopMaLKA) ->
8. TexHWKW ANA NocTpoeHnA nporpaMmHoe Cp3M ypoBHA
CLEHapHEeR peanuaalium yrpos yana - APM;
YHETHBIE 3anUcK
9. YcnoBua peanvaauuun yrpoa nonsk3soearenei
(MoeHTUbMKALIMOHHAR 1
10. CRAWCOK akTyanbHbIX Yrpo3 ay'r.eHijJnKa‘umtn-_laﬂ o ~
{ >
11. CsAan akTyankHeIX yrpos ¢ 51 COXPAHEHUA JAHHLIX HAXMHTE e[ DTOBOS
ofbeKTamu Bo3feicTBus ML L] 'i:rueneﬂa Bepﬂerice 3HAYEHHA K HCXOOHBIM

;} CMeHWTb | TeppuTopuankHbIil hoHa 06A3aTeNbHOro MeAULMHCKOro CTpaxoBaHuA fipecnaBoKkoil oGnacTu
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4 OpuunaabHas UHPOPMALUA O IPOIAYKTE

[IpaBooOnagaTens: OOMIECTBO C OTrPaHUYEHHON OTBETCTBEHHOCTHIO «CTaHmapt
O0e3onacHOCTH» (MOATBEPKAEHO CBUAETEIILCTBOM O TOCYJApPCTBEHHON perucrpanuu
nporpammsl Juist 9BM Ne 2024616571 ot 21 mapra 2024 1.).

Anpec npaBoobnanarens: 150049, ApocnaBckas o061acTh, T. 0. ropoa Apocnasib,
r. SIpocnasib, MbeIkuHCKUM npoesn, A. 10, moment. 46.

OdunmanbHbIi caliT: wWww.yarsec.ru.
Tenedon s cBA3M 110 Bomrpocam pruodperenus npoaykra: (4852) 587-300.

DNEeKTPOHHBIA aJpec CIyKObl TEXHUYECKON MOJIEPKKH M KOHCYJIBTUPOBAHUS IO
pabote ¢ mpoaykTom: cyberhelp@yarsec.ru.

Tenegon cmyxObl TEXHUYECKON TOMJEPKKH M KOHCYJbTUPOBAHUS MO pabore ¢
npoaykrom: 8-800-700-71-17.

[Iporpammusblil komiuieke «Kubepcrad» BkIOUeH B ENWHBIN peecTp pOCCHHCKUX
pOrpamMm JJi 3JEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIUH U 0a3 AaHHbIX (3amuchk Ne 26083
ot 27 auBaps 2025 r.).

[Iporpammusiii komiuieke «Kubepcrad» pazpadotan npu nojanaepxke GI'BY «Doun
COJICMCTBUS Pa3BUTHIO MAJIBIX (DOPM MPEANPUATHI B HAydyHO-TeXHUYECKOU cepey (Donn
COJICMCTBMSI MHHOBAIIMSIM) B paMKax peanuzanuu ¢enepaibHoro mnpoekrta «L{udposbie
TEXHOJIOTUW»  HalMoHalIbHON mporpammbl  «l{udpoBas sxoHOMHUKa Poccuiickoi
Ddenepanun» (koHKYpce «Pazsutue-1[T»).

© 00O «Crangapt 6e3omacHOCTHY, 2022-2025
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