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8 Odunmanpnas nHGopMaIys o NpoIyKTe



1 O01mue cBeaeHud

1.1 Yto Takoe «OKuIOKw»

«OKu/JIOKu» — MopaynbHasi cuctemMa [Jisi OpPraHU3allMOHHOTO OOecCreyYeHus
nH(pOpMaIIMOHHOM 6€30MaCHOCTH.

Monaynb «3amuTta nHQOopMaIu» M03BOJISET:

— BECTH YYeT 3allUIIAeMbIX OOBEKTOB (TEXHUYECKUX CPEICTB, NH(OOPMALIMOHHBIX
cUcTeM, aOOHEHTCKUX TYHKTOB, HWH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETEeM,
O00BEKTOB KPUTUYECKOW HH(DOPMAIMOHHOW MHGPACTPYKTYPHI) U MPUMEHIEMBIX CPEICTB
3alIUThl THPOPMAIUH;

— BECTH y4eT 3aKyIOK CPEJCTB 3aIlUThl HHPopMaIK (000pyAOBaHUS U JIULIEH3UH),
a TakkKe CEepTU(PUKATOB TEXHHUUECKON TMOMJIEPKKH CPEACTB 3allUThl HH()OpPMAIIHH,
aHAJIM3UPOBATh MOTPEOHOCTH B CPEACTBAX 3AIIMTHI HH(OPMAIUH;

— BECTH y4YeT MEpOIpHsITHiA B 00JacTH obOecrnieueHuss WHPOPMAIMOHHON
6e3omacHocT (paboT mo 3ammTe WHGOPMAIMK, BHEINTHUX M BHYTPEHHHX MPOBEPOK),
OIICHUBAThH WX ITOJIHOTY B OTHOIICHHUH 3aIlTUIIIAEMbIX HH()OPMAIIMOHHBIX CHCTEM;

— CO3JaBaTb TCXHUYCCKHUC IMaCIIOpPTa I/IH(I)OpMaHI/IOHHBIX CHUCTCM.

1.2 C 4yero Hayarth?

HepBI:oIM 9TaIlloOM pa6OTI>I C MOAYJIEM ABJIACTCA BBOJ JaHHBIX.

‘y\ OKu[10Ku — D

I:'ﬁ Mogynb «3aiuura uHdopMaLum» $ AcC VBaHos

£l

JOKyMeHTbI BBOJA AaHHbIX MeponpuaTtus 3aKynku cpefcTB CnpaBoOYHMKMN HacTpoitku Momolub
3aWuUThbI

1. OpraHusauus PekBU3UTbI topUaNYecKoro nuua

1.1. PeKBM3UTbI lOPUANYECKOrO
nua MonHoe Ha3BaHWe opraHU3aLum: OpraHusauus 2

CoKpalleHHOe Ha3BaHue opraHusaumn*  TecToBasi opraHusaums
1.2. TeppuTopuasnbHble PaLy P u L u

noapaspeneHus
BBeCTM CKJIOHEHWe Ha3BaHuil Mo Nafexam
A

2. CTOpOHHMe inLa

3. CoTpyaHUKK

4. ToMellenuns

5. MHopMaLMOHHble CUCTEMbI

v

6. MHdopMaLMOHHO-TeNIEKOMMYHN
KaLMOHHbIe ceTn

7. 06bekTbl KU

8. OnucaHue cpefcTB 3alUTbI
nHbopmaLum

9. CTaHfapTbl 3aLUThbI
[Insi coxpaHeHusi faHHbIX HaXMUTe «CoXpaHUTb U3MeHeHNs B 5/1»

CoxpaHuTb U3MeHeHus B b, o H ce USMeHeHusa
4o BIBE PR CIMCHRIRECEMEEHE N «OTMeHNTb BCe BepHeT Bce K UCXOAHBIM

10. TexHuyeckue cpefcTBa

(:) CMeHUTb  OpraHusauus 2

BBOI[I/IMLIC JAaHHBIC JIOTHUYCCKH CIPYIIIMPOBAHBI, H BBOAUTH HJAHHBLIC JTy4lIC B TOM
MOopsAAKE, B KAKOM IIPCACTABIICHBI ITYHKTBI B JICBOM MCHIO.
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B xaxx10M IyHKTE JIEBOTO MEHIO JJaHHBIE HE OTIPABISAIOTCA HA CEPBEP A0 TEX MOP,
noka He OyneT Hakara kHomka «CoxpaHuTh u3MeHeHus B b/[».

He o6s3arensHO BBOAMTH Bce naHHBIE cpady. OJHAKO €clii JaHHbIE BBENIEHBI
YaCTUYHO, TO CO3/JaBaeMble JOKYMEHTBl MOTYT COJAEP)KaTh MYyCTble TAaOJMIBI U TEKCT,
BBIICJICHHBIA ~ JKEATBIM  MapkepoMm  (Hampumep, «HaumMeHoBanme  JOMKHOCTH
PYKOBOJMTEIS).

1.3 Kak co3naBaTh 10KyMeHTbI?

B paznene «/lokyMeHTBD) OTpakeHa UCTOPHS CO3JIaHUS TOKYMEHTOB KaXKJI0I0 BU/IA.

B kaxaoM mozapasznene MOXXHO H3MEHSTh CTaTyChbl JOKYMEHTOB (IO Ha)KaTHIO
MPaBOM KHOIKOW MBIIIA Ha JOKYMEHTE), 3arpy»aTh CBOM BEPCUU, YAAIATH JOKYMEHTHI,
OTKPBIBATh UX JJIS POCMOTPA.

(v) OKWAOKn 0

L._lﬁ Mogynb «3atuuTa uHcbopmaLum» ® AcC.VBaHos

= g

JLLOKYMEHTbI BBOA flaHHbIX MeponpusTus 3aKynku cpeAcTs CrpaBoYH1KM HacTpoitku Momolupb
3auuTbl

1. TexHuueckuit nacnopT TexHUYecKuit NacrnopT Ha 06beKT MHOpMaTU3aLK

DZ BbirpysuTtb @ Mevatb @ MpocMoTp _@ Ypanutb

Bepcus wabnoHa i TexnacnopT (nycToi)
01.12.2023 ¥

(Tekywasn)
He yTBepxaeH
26.01.2024
ycToit

D B




2 JIoKyMeHTbI

TexHuyeckuil macmopT Ha KaXAyld HHPOPMAIMOHHYIO CHCTEMY SIBISIETCS
JOKYMEHTOM JUIMTEIBHOIO NEUCTBUSA, TO €CTh IMPEAINOJIAraeTCs, 4TO B Ka)XIblii MOMEHT
BPEMEHH JI1 KOHKPETHON MH(OPMAlMOHHONW CHCTEMBI JACHCTBYIOIIUM SIBISETCS TOJBKO
OIMH JOKyMeHT. Ecmum s HMHPOPMALMOHHON CHCTEMBI YK€ €CThb AaKTyaJlbHbBIN
TEXHUYECKUH NIAaCIOPT, TO CO3JaTh IS HEE €I OJUH MAacOPT HEBO3MOKHO.

TexHuueckue nacnopra, KOTopble ObUIH 3arpy>KEeHbl B CUCTEMY U3BHE, a HE CO3/IaHbI
€€ CpeJICTBaMU, OTMEUEHBI TOyObIM 3HauKOM «llosib30BaTeNIbCKU JOKYMEHT.

l’; OKuZIOKn — D

L._'a Mogynb «3awuta uHopmaLmum» 2 Ac. VBaHos

2 g

JLOKYMeHTbI BBOJ AaHHbIX MeponpusaTus 3aKynku cpeAcTs CrpaBoYHUKM HacTpoiiku Momolupb
3auuTbl

1. TexHuyeckui nacnopt TexHU4ecKkuit NacrnopT Ha 06beKT UHDOpMaTU3aLIK

Dﬂ BbIrpysutb @ MevaTb @ MpocmoTp -@ Ypanutb

Bepcus wabnoHa i TexnacnopT TexnacnopT
01.12.2023

(Tekywas) 0

P— YTBepX/ieH He yTBepxaeH

26.01.2024 26.01.2024
Byxrantepus cag

o E O E

B cnyuae, ecnu mocne co3maHusl TOKyMeHTa B paszzaene «BBoa MaHHBIX» ObLTH
BHECCHBI HW3MCHEHUS (HampuMmep, W3MEHWINCh XapaKTePUCTUKH WHGHOPMAIIMOHHON
CHUCTEMBbI, COCTaB BXOMSIINX B HEE TEXHUUYECKUX CPEACTB U T.I.), U 3TU HU3MEHECHUS
3aTPOHYJIM COJIEPKAHUE KOHKPETHOrO JIOKYMEHTAa, y HEro IMOSBUTCS 3HAYOK B BHJIC
KPAaCHOM CTPEIKHU «Y TPATUJI AKTYaJIbHOCThY.



3 BBoa 1aHHBIX

3.1 Hoapazaea «Opranuzanus»

31eck BBOAUTCS o01as uHpopmaius 00 opraHu3aluu.

Ecnu y opranuzanuu ecTb TeppUTOpUAIbHBIE MOApa3fesieHus (He SBISIOMIUECS
OTJIETbHBIMU IOPUJIMYECKUMH JIMIAMHU), TO €CTh OHa (YHKUMOHUpPYyET Oosiee 4Yem Mo
OIHOMY  ajpecy, cjieayeT BbICTaBUTh (naxkok «Hanuuume  TeppuTOpHAIBHBIX
nojpasnenaeHui». B aToM ciaydae Oyner JoCTymHAa BO3MOXKHOCTh BBOJAA MH(POPMAIIMH T10
KKJIOMY TEPPUTOPUATIEHOMY MOAPA3IAECIECHUIO.

g OKuII0Ku — 0O

E‘ﬁ Mopynb «3awmTa nHdopmaLum»

g

BBOA, AaHHbIX MeponpusaTua 3aKynkv cpeicTB CnpaBOYHUKK HacTpoiikn Momolub
3aWmThl

I 1. OpraHusauus TeppuTopHarbHbie Noapa3aeneHns

1.1. PeKBU3UTbI OPUANYECKOTO
o BbicTaBbTe STOT (hnaxok, ec/u Ballia OpraHU3aLus HaxoQUTCA Bonee YeM o 0AHOMY afipecy, To €CTh UMEET TepPUTOPUAIbHO pachpeaeneHHble

noppasenenus

1.2. TeppuTopuanbHble

nofpasgenexus
LRSS (4] Hannume TeppuTopmanbHbIx nojpasenexuin

A
TonoBHoe nogpasgenenne® onloBHoe nogpasaenenye (r. ipocnaenb, yn. CoseTckas, 4.
2. CTopoHHMe nuua
TepputopuanbHble noapasfeneHus
3. CoTpyaHukn
P dunbTpoBaTh faHHble B Tabnuue

HassaHune Appec

4. MomeweHnn
[4 (9 T ronosHoe nogpaspenerne r. fipocnasnb, yn. Cosetckas, 4. 11/9

63 W owwan

Yucno cTpok: 2

5. UHopMaLMOHHbIe CUCTEMbI

v

6. MHOpMaLMOHHO-TENEKOMMYHU
e A e ~}- BoGaBuTb TeppuTOpHanbHoe MoApasaeneHme Y@anuTh BbleneHHble CTPOKM

7. O6bekTbl KUK

8. OnwucaHwe cpeACTB 3aluUThbl
UHopMaLm

9. CraHpapTbl 3aWMThbl

[Ipy oOTCYTCTBUM TEpPPUTOpPUAIBHBIX MOJPA3ACICHU TIpU BBOJE MJAaHHBIX O
KOHTPOJUPYEMOM 30HE OpraHu3aluu B Tojie «Aapec (PaKTUIECKOTO MECTOHAXOXKIACHUS
OpraHu3aluu» M0 YMOIYaHUIO 0TOOpaXKaETCs IOPUANIECKUIN apec OpraHu3aIlHH.

3.2 lloapaznen «CTOpoOHHME JIMLIA»

B monpaznene «CTopoHHHE IUIA» MOXHO BHECTH HWH(POPMAIUI0 O CTOPOHHUX
OpPTaHM3AlMIX U WX COTPYIHHKAX, BBITTOJHSIONUX JUIS BaIlled OpraHu3aliy KaKue-Tnoo
paboThI B 001acTH HHPOPMAITMOHHOMN 0€30MaCHOCTH.

3.3 Hoapasaea «COTpyAHUKI»

CHucoK COTPYOHUKOB OpraHM3allid MOXKHO BBECTH KaK BPYYHYIO, TakK U
UMIIOPTHPOBaB W3 (aiima ¢ pacmupeHueM xIs, MOTyYeHHOTO IIyTeM BBITPY3KH W3
nporpammsbl «1Cy». Eciin moMuMO UMEH COTPYAHUKOB (aiil COMEPKUT UX JOIHKHOCTH (BO
BTOPOM CTOJIOIIE), OTHEIbl (B TpPETheM CTOJIOIE), TaOeiabHble HOMEpa (B UYETBEPTOM
CTOJNIOIIE), aJpec AIEKTPOHHOW MOUTHI (B MATOM CTOJNOIE), HOMEP TenedoHa (B IIECTOM
CTOJNOIIE), 3TU JaHHbIE Tak ke OyayT 3arpyxenbl. OOpasen daiina 3arpy3Kd MOXKHO
BBITPY3UTh, HA%KaB HA COOTBETCTBYIOIIYIO KHOTIKY.



CoTpyAHUKMN

g‘ 3arpysutb 13 dpaitna B BbirpyauTtb obpasel caina sarpysku :,7

Kpome Toro, noctynHa BO3MOXKHOCTh aBTOMAaTU3UPOBAHHOM PETYJISIPHOM 3arpy3Ku
JAHHBIX O COTPYIHHMKax u3 nporpammbl «1C» (cM. pyKOBOACTBO aJMUHUCTpPATOpa Ha
nporpaMmubiil komiieke «OKulOKuy).

3.4 Tloapasnea «IlomereHnusny

3necb K paHee J00aBJICHHBIM TEPPUTOPHAIBHBIM NOJApa3JeIeHUsIM (WId K
OpraHM3alMd B IIEJIOM) JO0OaBISIFOTCS TOMEIIeHUsA. Ecnu momerieHne He SBISETCS
MOMEIIEHUEM C PETJIaMEHTHUPOBAHHBIM JOCTYIIOM (B HEM HE OCYIIECTBIIAECTCS 00padoTKa
WIM XpaHEHUE 3allMilaeMod HH(OpMAlMKM WM KPUITOCPEACTB), NOOABISTH €ro He
HY’KHO.

B nanbneitimem mndopmaius o moMmenieHusx OyAeT MCIOJIb30BaHA MPU YKa3aHUU
MECT pa3MELIEHNS TEXHUYECKUX CPEJICTB.

3.5 Hoapaszaea « UHpopMaliHOHHBIE CHCTEMbD)

B sTom noapasnene BBoASATCS NaHHbIE 00 MH(POPMAIMOHHBIX CUCTEMAaX, B KOTOPBIX
oOpabarbiBaeTcs 3amuinaeMasi iHpopMaius (B TOM YKCIie, IEPCOHATBHBIC TaHHBIE).

CorjacHO KJIaCCUYECKOMY ONpEIENICHUI0, TMOJ HH(POPMAIMOHHON CHUCTEMOMU
NOHMMAETCS COBOKYITHOCTH  COJAepKaileiicss B 0a3e JaHHBIX HUHPOpMAUU H
o0ecrneunBaIuX ee 00padoTKy HH(OPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPE/ICTB.
Takum 00pa3om, pu ONpPeEICHUU TPAHUL U COCTaBa UH(OPMAIITMOHHON CUCTEMBI MOKHO
OTTAJIKUBATHCS OT HAJIM4YUSI COOCTBEHHOM 0a3bl JAaHHBIX, COJACPKAICH 3allUIIacMyIo
uH(pOpMAIMIO, NPOrpaMMHBIX CpPEACTB, NPUMEHSEMBIX nJs ee o00padoTKu, Kpyra
TEXHUYECKUX CPEACTB (CepBepoB, paboO4MX CTaHIMI), Ha KOTOPBIX OOpalaThIBaeTcs
3amuinaemMasi uHpopmarusi.

3.6 Ioapasaen «MHpOPMALNOHHO-TEJIEKOMMYHUKAINUOHHBIE CETH

B »stom moapasaciic BBOAATCA JAaHHBIC O 3allMIIaCMBIX I/IH(bOpMaHI/IOHHO-
TCICKOMMYHHUKAIIMOHHBIX CCTAX.

3.7 lloapasznea «O6bexTHl KUN)

B nanHOoM mojapaszmene yka3bIBaeTCs, Kakue HH(POpPMAIlMOHHBIE CHUCTEMBI,
aBTOMAaTU3UPOBAHHbIE CHUCTEMBI yIIPaBJICHHUs U UH(POPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH M3 YHCIa BBEACHHBIX paHEe SBISIOTCS OOBEKTaMH
KPUTHUECKOH HMH(DOPMAILIMOHHONW HHPPACTPYKTYPHI, TO €CTh, COTJACHO OIpPEIEICHHUIO,
Y4acTBYIOT B OCYILECTBICHUN KPUTHUECKUX IIPOLIECCOB.

[Tocne noGaBiieHHsI OOBEKTAa KPUTUYECKONM HH(POPMALMOHHON HH(QPACTPYKTYpPhI
MIPOBOIUTCS OIIEHKA €T0 3HAUMMOCTH (OTIpeieNieHNue KaTeTOprUr 3HAYMMOCTH ).
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3.8 lHoapasznesa «Onucanue cpeacTB 3aIUTHI HHPOPMATUN»

B nannom nojapaznene BBoguTCA MHGOpPMALKS O IPUMEHSIEMBIX CPEACTBAX 3aIUTHI
uHpopmanuu. i nomsydeHus uHGOpPMAIMU O CPEACTBE 3alUThl (MPOU3BOIUTEND,
BEpCUsl, HOMEP U CPOK JEUCTBUU cepThdUKaTa, XapaKTEPUCTUKHU, MOATBEPKIAEMbIC
cepTuduKaToM) oOpaTUTECh K UMEIOIIEHCS IOKYMEHTAIlMU Ha HETO.

3.9 Hoapaszaesa «CTanaapThl 3alIUTHI»

CranmapThl 3alIUTHl IPEACTABISAIOT cOO0M HaOOp TpeOOBaHMI MO COCTaBYy CPEJCTB
3amuThl nHGopMaruu. OHU MOTYT IPUMEHSTHCS B OTHOIICHUH TEXHUUYECKHUX CPEJICTB (TO
€CTh TEPCUYUCIICHHBIC B CTaHJApTE CPEACTBA 3alIUTHI JOJKHBI OBITh YCTAaHOBJICHBI Ha
JTaHHBIE  TEXHWYECKHe  CpeAcTBa) JMOO B OTHOWIEHWH  WH(GOPMAIMOHHO-
TEJICKOMMYHUKAITMOHHBIX CETe W CEerMEHTOB HMH(OPMAIIMOHHBIX CHCTEM (TO €CTh
NEepPEUnCICHHbIE B CTaHIapTe€ CPEJCTBA 3allUThl PabOTalOT HAa CETEBOM YPOBHE U
3aIlUIIAI0T CETMEHT WU CETh B IIEJIOM).

CrangapThl 3alTUTHI JUISI TEXHUYECKUX CPEACTB JTOOABISIIOTCA K WH()OPMAITMOHHBIM
cuctemMaM, MHPOPMAIIMOHHO-TEICKOMMYHHUKAITMOHHBIM CETSM W A0OHEHTCKUM ITyHKTaM.
[Ipy BKJIIOYEHUHM TEXHUYECKOT'O CPEJICTBA B COCTAaB TAKUX CHUCTEM, CETEH WJIM MyHKTOB
OyJleT DOCTyMNeH AJig BbIOOpa OJIUH U3 A0OABJICHHBIX K HUM CTaHIAapTOB 3alllUThl. BIOOp
CTaHJapTa O3HAYaeT, YTO K JAHHOMY TEXHHUYECKOMY CPEJICTBY OTHBIHE MPEIbSBISIOTCS
TpeOOBaHUS MO HAJIMYMIO HA HEM yKa3aHHBIX B CTAHJAPTE CPEACTB 3allUThl UHPOPMAIUH.

CranmapTbl  3allUThl  «CETEBOI'O  YpPOBHS»  JOOABISIOTCS K  CErMEHTaM
WHQOPMAIIMOHHBIX CHUCTEM W HUH(POPMAIMOHHO-TCIICKOMMYHHUKAIIMOHHBIM  CETSIM.
JloOaBneHue craHgapTa O3HA4aeT, 4YTO K JAHHOMY CETMEHTY WM CETH OTHBIHE
MPEABABIAIOTCS TPEOOBaHUS MO OOECIEUEHUIO WX 3alllUThI MOCPEJICTBOM YKa3aHHBIX B
CTaHJapTe CPEJICTB 3alIUTHl HH(OPMAITUH.

3.10 IHoapasaen «TexHuyecKue CpeaCTBA)

JlocTynHa BO3MOKHOCTH aBTOMATH3WPOBAHHOW PETYyJIIPHOW 3arpy3KH JaHHBIX O
TEXHUYECKUX CpeAcTBax M3 mporpammbl «1C» (CcM. pyKOBOJCTBO aAMUHHUCTpAaTopa Ha
nporpammublii kommiieke «OKuZlOKny).

3.11 Hoapasaen «YCTaHOBKA CPEACTB 3alIUTHI HHGOpMaumw»

B nanHOoM mojpazaene 3a4atoTcs CBSI3U MEXKIY CPEACTBAMU 3aIUTHI HHPOPMALIUH U
3alMIIAEMBIMU 00bEKTaMH, 0003HaYaOUIME (PAKTHYECKYI0 YCTAaHOBKY CPEJICTB 3alUTHI.
To ecTb ecinu CTaHAAPTHI 3aIUTHI ONPEAENSIIOT «YTO JOJIKHO OBbITb», B JIaHHOM
H0JIpa3/ieiie ONUCHIBAETCS «UYTO PEATIBHO ECThY.

BBoax uHdopManuu 00 yCTaHOBKE CPEJACTB 3allUThl BO3MOXKEH Pa3IMUYHBIMU
crocobamMu (OTTAJIKMBAsCh OT KOHKPETHOTO CPEJICTBA 3alUTHI JIMOO OT KOHKPETHOTO
3aluu@aeMoro oobekTa). IlepexinoueHne Mexay pa3iMuHbIMU CIIOCOOaMH TPYIIUPOBKU
JAHHBIX OCYIIECTBIISETCS C TOMOIIBIO KHOTIOK B BEPXY MaHEJH.
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v,) OKuOKu - d

[:‘a Mogaynb «3awuTa uHdopmamm»

> [=]
@ 8
BBoj AaHHbIX MeponpuaTtusa 3aKynku cpeacTB CnpaBoYHUKKN HacTtpoiku Momolyb
3amUThl
1. Opranusauus YcTaHoBKa CpefiCTB 3allyThbl HopMaLyn
v ~
2. CTOpOHHWe Nvua Mo
Mo cpepcTBaM 3alMUThl
WidopMatM Mo TeXHMYECKUM CpeficTBaM TMo MHOPMALMOHHBIM CUCTEMaM MHHOPMALIMOHHO-TeNeKOMMYHUK TMo aBOHEHTCKUM MyHKTaM
3. CoTpyaHuKu pMaLy ALNOHHBIM CeTHM
v

CpepcTBa 3alMTbl MHGopMaLun

4. TomeleHns
P ®unbTpoBaThb faHHble B Tabnuue

5. WHbopMaLMOHHbIe CUCTEMbI

HasBaHue Bepcus MpouseoguTens Tun Mnatdopma YpoBeHb XapaKTepucTuku
¥ |'_,f Dr.Web Desktop 11, ana Windows 000 «JokTop Be6» HeusBecTHO HeusBecTHO CAB3 knacc 2 (¢CTIK
6. VIH(OPMALOHHO-TENIEKOMMYHI Security Suite Poccuu); CAB3 tun B (gns

aBTOMAaTU3NPOBaHHbIX

KaLoHHble ceTn
! paboumnx mecT) (CTIK

Poccum)

7. 06bekTbl KU

|'_,f Dr.Web Server 11, ansa cepeepoB 000 «[lokTop Be6» Hen3BecTHO Hen3BecTHO CAB3 knacc 2 ($CTIK
8. OnucaHMe Cpe/iCTB 3alUThI Security Suite Windows Poccun); CAB3 tun b (gns
vHcopmaLmm cepaepos) (®CTIK

Poccun)

9. CTaHpapTbl salnTh! |'_,f Dallas Lock 8.0-K 000 «KoHtbuaeHT» HeusBecTHO HeusBecTHO ypoBeHb floBepus 4
(dCT3K Poccum);

10. TexHuuyeckue cpefcTBa cpefcTeo oT HCJ knacc 5

(#CT3K Poccum); CKH
knacc 4 (¢CT3K Poccum);
CKH Tvn cpeacTso

KOHTPOJIA MOAKOYeHNsA
i amaf (AATAL

11. YcTaHOBKa CpeficTB 3al1Thl
MHbopmaLmmn

~

B cnyuae, ecnu ana cpenacTsa 3ammThl BHECEHA MHPOpMAIUS O 3aKyIKax (paszen
«3aKymKu CpeiCTB 3alUThl», TO MPU BHECEHWH HHPOpManuu o0 YCTaHOBKE CpEACTBa
3aIATHl MOXKHO JIOTIONHUTEIBHO YKa3aTh KOHKPETHYIO 3aKyNKy (TO €CTh, MO CYTH,
«TpUBSI3aTh» K MECTYy YCTaHOBKM KOHKPETHYIO JIMIICH3UIO WM OOOpYyJAOBaHHE C
KOHKPETHBIM HOMEPOM).
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4 Meponpusitus

JlaHHblil pa3fgen MpeAaHa3HAadeH [UIs ydeTa BCEX MEPONpUATHH B 001acTH
MH(OPMAIIMOHHOW 0€30MaCHOCTH.

4.1 IToapa3zaea «PadoThbl B OTHOLICHUH 3ALIUIIAEMbIX 00bEKTOB)

4.1.1 Ioapa3nen «Y4er pador»

B nanHoM moapaszzaene BBOAWTCS oOmas uHOpManus O IUIAHUPYEMBIX |
MPOBEJICHHBIX pab0Tax B OTHOIIECHUHU 3alIUIIAEMbIX OOBEKTOB: OMUCAHUE PadOT, IEPUOJ
MPOBEJICHNUS, UCTIOHUTEIb, OTBETCTBEHHBIN COTPYIHUK BHYTPHU OpraHU3AIUU.

4.1.2 Iloapa3nen «OQb6aacTs npoBeaeHus: padom»

311ech MOXKHO yKa3aTbh, KaKue TUIBI pa0OT ObUIM MPOBEIEHBI U B OTHOUIEHUH KaKUX
00BbEKTOB (MHPOPMAIMOHHBIX CHUCTEM B IEJIOM MM HX OTAEIbHBIX CETMEHTOB,
UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ~CeTe, aOOHEHTCKUX IIyHKTOB, CpEICTB
3alIUTHl THPOPMAIUH, TEXHUUECKUX CPEICTB).

BBoj 3TUX JaHHBIX MO3BOJIUT B JaJdbHEUIIIEM aHATU3UPOBATH MOJHOTY MPOBEACHUS
paboT, HAaXOUTh OOBEKTHI, B OTHOIIIEHUU KOTOPBIX KaKOU-TMO0 00s13aTeNbHbIN 3Tan (TUI)
paboT ObUT MPOITYIIECH.

4.1.3 lTogpasnea «/Jokymenranus mo padoram»

B nanHoM moppaszene K BBEACHHBIM paHee paboTaM MOXXHO J00aBUTH
JIOKYMEHTAIUIO, SBIISIONIYIOCS OCHOBAaHUEM WJIU PE3YyJIbTaTOM IPOBEIECHUS PadoT.

[Ipu onucanum pesyiabTara padoT PEeKOMEHAYETCS MO0 BO3MOXKHOCTH BBIOMpPAThH THII
JIOKYMEHTAa U3 CIPABOYHMKA, OTHOCSIIETOCS K TUIY PaboOT, MO KOTOPBIM J00aBISETCS
JOKYMEHTAIUsl. JTO MO3BONMUT mNporpammHomy komiuiekcy «OKu/IOKu» otobOpaxaTs
UHGOPMAIMIO O HAJTUYUKM HEKOTOPBIX JOKYMEHTOB (HampuMep, arTecTtaTa COOTBETCTBUS)
IIPU TOCTPOCHUM PA3ITUYHBIX OTYETOB.

[Ipu 3arpyske JMOKyYMEHTAaIlMHd CJIeIyeT WMETh B BHIY, YTO IIOMEIICHHE B 0a3y
JaHHBIX mporpaMMmHoro komiwiekca «OKuJIOKu» mokyMeHTanuu, cojepskaiiei
3aluUIaeMyr0 “HOOPMAITUIO, MOXKET TOBBICUTH TPEOOBAHMS K 3aIIUTE MPOTPAMMHOTO
KOMITJIEKCa KaK WH()OPMAITMOHHOW CHCTEMBI.

4.1.4 IToapasaen «IIpocMoTp padoT M0 KOHKPETHBIM 00bEKTAM))

JlanHbIi oIpa3aen mo3BOJISET MOCMOTPETh MO KaXJA0MY 3allUIIAeMOMY OOBEKTY B
OTJIEIbHOCTH, KaKue pabOThl B OTHOIIEHUH HETO MPOBOAMIIUCE.
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v, OKMI10KK - 0O
I:ll:l Mogynb «3awuTa uHd opMaLie 2  admin
Y ' g @
G S
Beof, AaHHbIX MeponpuATHA 3aKkynku cpeficTe CnpaBoYHUKK HacTpoiiku Momous
3alMTbI
1. PaboTbl B OTHOLUEHHH MNpocMoTp paboT No KOHKPETHBIM 0GBLEKTaM
saumaeMblx 0GbeKToB
1.1. Yuet pabot rchoj -
PMALIMOHHO-TENEKOMMYHUK
MHchopMaLMoHHbIe CHCTEMbI aLWOHHBIE CETH ABOHEHTCKME NYHKTbI CpeficTea 33T bl MHopMaLnK
1.2, [OokymeHTayus no paBoTam
13. OBnacTu npoBefeHHs paGoT PaBboTel, KOTOPEIE NDOBOAKMNCE TONLKO AN CETMEHTOB MH(DOPMALMOHHBIX CHCTEM, HE OTOBDAXAKTCA

1.4. Npocmotp paBiot no WHpopMalMoHHan cucTeMa | Byxrantepus
KOHKPETHBIM ofbekTam

| MokasaTb B X poHONOrM4ecKomM BUaE

1.5. Ouexka nonHoThl paboT no
MC @ paboTei npoBoAKAKCE MO UHbOPMALMOHHODI CHCTeMe

(O paBoTsi He npooaMMcE
1.6. Xpoxonorus paBoTt

. 2021 2022
2. BHelHWe NpoBepKu

v MOENUPOBAHUE YTPo3

YcTaHoBKa CpefcTB
Ge30nacHoCTH 3AWWTbI + NPoBEpPKa
3. Bi
HY TPEHHME NpOBEpKA 3auyuLaeMoi Ha COOTBETCTEHE
WHDOpMaL K

arrecTauyWa Ha
CODTBETCTEWE AnanuTnyeckoe
TpeBoBaHUAM No cofiecejoBaHne
3alMTe MHhopMa

[IpocmoTp nHPpopMaIu 0 paboTax B OTHOLIEHUH KOHKPETHOTO O0BEKTa BO3MOKEH
KaK B XpOHOJIOTUYECKOM BHJIC, TAK M B BHJIC TAOIHUIIHI.

4.1.5 MMoapasnen «OueHka noJHOTHI pador mo UC»

JlaHHBIN pa3zen MO3BOJISIET JIETKO BU3YaJlbHO OIICHUTH MOJHOTY paboOT IO 3aluTe
uHGOpMaIMU B OTHOIICHUH KaX /10l HHPOPMAIIHOHHON CHCTEMBI.

[To xapaktepucTukam HHGOOPMALMOHHON CUCTEMBI (SIBJISIETCA JIU HHPOPMAIIOHHOM
CHUCTEeMOW TEpCOHAJbHBIX JaHHBIX, OOBEKTOM KPUTHYECKOH HH(POPMAIIMOHHON
UHPPACTPYKTYpPHl MU T.TI.) OIpENEesieTCsl COCTaB O0Os3aTeNbHBIX Uil Hee padoT
OTOOpaKAIOTCS peajbHO MPOBEACHHbIE PabOThl, CrpyNIMpoBaHHbIe MO TUaM. KpacHbie
SAYEMKU 03HAYAIOT, YTO 0053aTENbHBIE pa0OThI HE IPOBOAMIIUCE.

I[Ipn memuke Ha SYEHKy MOXKHO YBUACTh KpaTKyl0 HWHQPOPMALUIO O
COOTBETCTBYIOIIMX paboTax (MCMONHUTENb, TNEpuUoa  mpoBeacHus). PaboTel cC
HEMPOCTABIICHHON JaTOW OKOHYaHUS B JIAaHHOM TMOJpa3/ieJie HE YYWUTHIBAIOTCS U HE
0oTOOpaXkaroTcsl.
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% OKwAOKM — O
I:-_'H Mogyne «3aWmMTa MH opMaLiis
@ =
Beof faHHBIX MeponpuaTua 3akynku cpefcTe CnpaBoyHHKK HacTpoiikn Momoue
3aWMTBI
1. PaGoTbl B OTHOWEHUA OueHKa NonHoT kI paboT no MC
3alMILAEMBbIX OGBEKTOR

v
B Tabnuye 0TpaxXeHbl MPOBEJEHHEIE (TO ECTE MMERLYME JaTY OKOHYaHHA) paboTel 4N MHDODMALUMOHHEIX CHCTEM MITH MX CETMEHTOR
2. BHellHWe NpOBEPKK
@ paboTbi NPOEOAMAMC NO HHEDOPMALIMOHHON CHCTEME B LLEnomM

N . pﬁﬁOTbl NPOBCAMNKMCE TONBKD ONA HEKOTOPBIX CErMEHTOB HHCbOpMﬂLIHOHHOﬁ CHUCTEMBI

3. BHyTpeHHMe npoBepKi @ patoTki He NpoBOAMAMCE (DBA3ATENLHLIE)

(O paBotei He npoEoAUAMCE

Byxrantepusa i BOEHHBIA yueT 1

MOAeNMPOBaHKE YTPo3
BeaonacHocTH
3almLLae Mol
WHCpopMaL MK

pa3paboTka cucTeMBbI
2AWMTEI MHCp opMaL K

BHEApEeHWe CHCTEMEI
3AWKTEI MHCpopMaL K

aTTecTalma Ha
COOTBETCTEME
TpeBoBaHUAM No
saluTe WHpopMalm

4.1.6 Iloapasnen «XpoHoaorus pador»

B nannom monpasnene Bce paOOThl B OTHOIIEHHUU BCEX OOBEKTOB, B TOM YHUCIIE
IUIaHUpyeMble (HE HMEIOIIME JaThl OKOHYAHUs), MPEJICTaBIECHBI B XPOHOJOTUYECKOM
MOPSIAKE.

4.2 Ioapazaes «BHemIHUe MPOBEPKU»

4.2.1 Ioapa3nesn «Y4eT BHEUIHUX NPOBEPOK»

B nmanmHom mompasgene BBoguTcs oOmas uHboOpManus O IUIAHUPYEMBIX H
MPOBEJICHHBIX BHEIIHUX MPOBEPKAX, ayJWTaX B OTHOIICHUH 3aIUIIAEMBIX OOBEKTOB:
peaIMeT MPOBEPKH, IEPUO]] TPOBEACHUS, TPOBEPSIOINI OpraH.

4.2.2 Iloapasnen «JlokyMeHTAIMS 110 BHCHIHUM IPOBEPKAM))

B JaHHOM I1OApa3acji€ K BBECACHHBIM PaHCC BHCIIHUM IIPOBCPKAM MOKHO )_'[06aBI/ITI)
AOKYMCHTAIHIO, ABJIAOITYIOCSA OCHOBAHHUCM HUJIN PC3YyJIbTATOM IIPOBCACHUS ITPOBCPKH.

[Ipu 3arpy3ke MOKyMEHTAIllMu CJeAyeT MMETh B BHUJYy, YTO TOMeEIIeHHe B 0azy
naHHbIX —nporpamMHoro kKomruiekca «OKuJlOKw»  nokyMeHTamnuu, cojlepxamen
3aImuIaeMyo “H(QOpMaIMio, MOXET TMOBBICHTH TPEOOBAHUS K 3aIIUTE MPOTPAMMHOIO
KOMITJIEKCa KaK WH()OPMAITMOHHOW CHCTEMBI.
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4.3 lloapasnesa « BHyTpeHHHE IPOBEPKH

B nmanmHom mompasgene BBoguTcs oOmas uHboOpManus O IUIAHUPYEMBIX H
MIPOBEJICHHBIX BHYTPEHHUX MPOBEPKAX, ayJUTaxX B OTHOLICHUH 3aIUIIAEMbIX OOBHEKTOB:
naTa, mpeaIMeT MPOBEPKH, UCTIOTHUTEH U3 YUCIIa COTPYIHUKOB OpTaHU3aIlIH.

v OKu0Ku —
EH Mogyne «3awmTa nHgopmaL e ® admin

# 5 €

Beog flaHHbIX MeponprATna 3akynkw cpeacTe CnpaBoYHAKKN HacTpoiikn Momows
3alHTBI

1. PaBoThbl B OTHOLIEHWW 4 BHyTpeHHue npoeepku > BHYTpeHHARA Npoeepka
3alMLaeMEIX 06LEKT OB

v Lata npoeepku * 14.02.2022

2. BHelWHKe NpoBepKK MpeaMeT NpoBepKM *  Hanuuue yCTaHOBNEHHBIX 0GHOBNEHWIA CPEACTE aHTUBHMPYCHOR 3aLUMTbI

v < ' FBNAETCA N NPOBEPKOI NO BONpocam o6paBoTku u (MNK) 3aLUMT bl MEPCOHANBHBIX JAHHBIX

I TR B Kakux noapasaeneHuax 6y et npoBoaUTLCA NPoBepKa

» GuUnbTpoBaTh AaHHble B TaONULE

@l HaaBaHue Afipec
TONOBHOE NOApa3AeneHue r. fipocnaen, yn. BenuHckoro, A. 168

[} KocTpomckoe nogpasgenetite

BeIGpaTh HCNONHUTenei

B cmyuae, ecnu [uis MpOBEPKM YKa3aHO, YTO B €€ MPEAMET BXOIST BOIPOCHI
00paboTkn W (WiIM) 3alIUTHI TIEPCOHAIBHBIX JAHHBIX, TaKas IMPOBEPKAa MOXXET OBITh
BKJIIOUEHA B TUJIAH BHYTPEHHUX IPOBEPOK COOIOJCHHS TpeOOBaHUI MO OOpaIEHUIO C
NEPCOHATBHBIMKA JIAHHBIMA W OOECIEUYEHUI0 WX O€30MacHOCTH, pa3paldaThIBacMbIi B
moayie «Joxymentst [1/In u CK31».
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5 3akynku cpeacTB 3alIMThI

5.1 Iloapa3zaen «Y4ert 3aKyNOK»

B nmanHom mnogpaszgene Benercs ydeT (DAaKTOB MPUOOPETEHUS CPEACTB 3alIUThI
uHpopMalui — OOOpYAOBAHMS W JIMIEH3UW, a TAaKKE CEPTHUPUKATOB TEXHUUYECKOH
NOJAJICP)KKU CPEACTB 3aumuThl MHGopmanuu. Eciu nuuensus OeccpouHast aubo ObLIO
IpUOOpeTeHO 00OpyI0BaHUE, AATy OKOHYAHUS IpaBa HCIOJIb30BAaHUS CIEAYET OCTABUTH
ITyCTOM.

5.2 llogpasnena «AHaau3 noTpedHOCTEN

B nanHoM moppasziene MOXKHO OILICHHTh HOTPEOHOCTh B CPEACTBaX 3allUThI
uH(poOpMaIK U cepTu(UKaTaX TEXHUYECKON TOIIEPKKHU Ha JIFOOYIO JIaTy.

[Tpu oueHke MOTPeOHOCTH YUWUTHIBAIOTCS BBEJIEHHBIE CTAaHIAPThl 3aIIMTHI U UX
CBSI3b C TEXHMYECKHMHU CpEACTBAMH, CETMEHTaMU WH()OPMALMOHHBIX CUCTEM U
UH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIMUA CETSIMH, TO €CTh IOJCUMUTHIBACTCS YHCIIO
MECT, T/I€ CPEICTBO 3aIUTHl HHPOPMAIMK AOHKHO OBITh ycTaHOBICHO (mose «Tpebyercs
YCTaHOBUTH»). Takke MPUHUMAETCS BO BHUMAHUE YHCIO MECT, II€ CPEACTBO 3ALIUTHI
uH(pOpPMAIMU YCTAaHOBJIEHO (DAKTUYECKH, HE3aBHCHUMO OT TOrO, TpeOyeTcsi OHO TaMm WIIU
HeT (rone «Bcero ycrtaHoBieHo»). CyMMa 00b€MOB 3aKyNOK CPEACTBA 3alIUThl O€3 JaThl
OKOHYAHHUS IpaBa MCIOJIb30BAHMS, JTUO0 CPOK MCIIOJIb30BAHUS KOTOPBIX €IIe HE UCTEK Ha
JaTy, HA KOTOPYIO OLIEHMBAETCS MOTPEOHOCTh, ONMPEAENSIET YUCIO UMEIOIIUXCS CPEJICTB
3aluThl (JidieH3ui) (noje «B HanmMuuu Ha yka3aHHYIO JaTy»). PasHocTh TpeGyemoro u
umeronierocst oroopaxaercs B noje «Mtoro Heo6xoauMo IpUOOPECTI.

Crnenyet 0OpaTuTh BHUMAHUE, YTO MOJCUET CPEJICTB 3alUThl, YCTAHABIMBAEMbIX Ha
TEXHUYECKUE  cpencrtBa, nporpammubil  komiuieke  «OKulOKw»  BbIONHSET
aBToMatudyecku. OpHAKO ISl CPEICTB 3alllUThl HMH(POpPMAIMH CETEBOIO YPOBHS,
3alIMINAIOIIMX ~ CeTMEHThl  MH()OPMAIIMOHHBIX  CHUCTEM M MH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH B IIEJIOM, MOKET OBITh Ba)KHA TOIOJIOTHS 3aIIUIIAEMBIX
cucTeM, Kotopas nporpammHomy komiiekcy «OKulOKwn» nensBectna. Hanpumep, ecnu
TpeOyeTcss 3allUTUTh 3 HHPOPMALMOHHBIE CHCTEMBl MEXKCETEBBIM 3KPAHOM C
OJIMHAKOBBIMH XapaKTEPUCTUKAMHU, TO B 3aBUCUMOCTH OT UX B3AMMHOW TOIMOJIOTUU MOXKET
OBITH JIOCTATOYHO OJHOI'O MEXCETEBOr0 JKpaHa MO0 moTpedyercs ABa WU TPU —
HaIpUMEp, €CJIM CUCTEMBbI PACIIOIOKEHBI B pa3HbIX ceTsX. [loaTomMy A Takux CpeacTB
3alUThl UHGOPMAIMM WX HEOOXOJMMOE YHKCIIO JOHKHO OBITh BBEJCHO IOJIb30BaTEIEM
BPYYHYIO, OCHOBBIBASICh HA MUMEIOIIEHCS MPOEKTHON JOKYMEHTAMM Ha CUCTEMY 3allMThI
uHpopMmanuu. Eciau 310 4Mcio He BBEACHO, UTOTOBasi MOTPEOHOCTh B CPEJICTBAX 3AlLIUTHI
uH(pOpMAaIIU HE 0TOOpaX)aEeTCsl, TaK KaK HE MOXKET OBITh OIpeieicHa.

Pe3ynpTaThl aHanm3a moTpeOHOCTH B CPENICTBAX 3alTUTHI MH(OOPMAIIUU MOTYT OBITh
BBITPY>KCHBI B BHJIE CIICIU(DUKAIINN.
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6 CnnpaBoOYHUKH

B oatoM pasgene MOXHO J00aBUTh COOCTBEHHBIE 3HAYEHUS K HEKOTOPBIM
cnpaBoyHuKaM. JloGaBieHHbIe 3HaUeHUs OyAyT HOCTYNHBI TOJIBKO MPU padboTe C TEKYIIEH
opranu3auueid. Ecnu TpeOyercss M3MEHUTh «CTaHAApTHBIE» CIPABOYHBIE 3HAUEHHUS, 3TO
MOJKHO CJIIENATh Yepe3 MOAYIb « ATMUHUCTPATOPY.
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7 Hactpoiiku

B »sTomM paszzmene MOXHO M3MEHATH MapameTpsl padOThl MOAYJS «3amuTa
uH(pOpMaIU» IPUMEHUTEIBHO K TEKYIIEH OpraHu3aluu.

7.1 Hoapasaen « AMIOpT JaHHBIX»

7.1.1 Ilogpa3nen «Tunbl TEXHMYECKHUX CPEACTB

B nanHoM nojnpaszaene MOKHO 100aBUTh MpeoOpa3oBaHus BUAa « TUIl 3arpykaeMbIx
TexHu4eckux cpeacts — Tun B mporpammHoM komruiekce «OKuJlOKu», nist Toro 4roosl
o0ecCIeyuTh 3arpy3Ky JaHHBIX O TEXHUYECKUX CPEJCTB U3 (ailioB, BBITPYKEHHBIX W3
nporpammbl «1C», B ciiydae, eciau (ailibl cofep’kaT THUIMbI, OTIUYHBbIE OT THIIOB,
UCIIOJIb3YEMBIX B MporpaMmMHOM KoMiuiekce «OKulIOKn».

B ciyuae, ecam 11 KOHKPETHOW OpraHM3allMy 3a7aHO MpeoOpa3oBaHue s TOTO
K€ TUIA 3arpy»aeMbIX TEXHHUUYECKHX CPEJICTB, YTO M «CTaHAAPTHOE» MpeoOpa3oBaHue
(3amaHHOE ISl BCEX OpraHM3aIuii, padoTaroluX C JAaHHBIM CEPBEPOM IIPOrPAMMHOTO
komriekca «OKuJlOKu», B momyne «AIMHHHCTpaTOp»), TO TMpeoOpa3oBaHUE IS
KOHKPETHOU opraHu3anuu 0yaeT UMETh IPUOPUTET.

7.2 llogpasnena «HanomuHanus»

B nmaHHOM mojapasnmene MOXXHO BKJIIOYUTH JHOO OTKIIOYUTH HAIIOMHUHAHUSA 00
UCTCYCHUM JIMIICH3UH W CepTU(UKATOB TEXHUUYECKOW IOJICPKKH CPEJCTB 3alllMThI
uHpopMaruu.
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8 OpunnanbHas uHpopManus o NPOAYKTE

[IpaBooOmanarenb: OOIIECTBO C OTPAHUYECHHOW OTBETCTBEHHOCTHhIO «CTaHIapT
Oe3omacHOoCTH» (MOATBEPKACHO CBUICTEIHCTBOM O TOCYAAPCTBEHHOW pErucTpariu
nporpammsl 1151t OBM Ne 2018665012).

Anpec npaBoobnanarens: 150049, ApocnaBckas 061acTh, T. 0. ropoa fpociasib,
r. SIpocnasib, MbelukuHCKu npoesn, A. 10, moment. 46.

OduuuanpHbIil calT: www.yarsec.ru.
Tenedon q1s cBs3U 10 BorpocaM npuodbpetreHus mpoaykra: (4852) 587-300.

DNEeKTPOHHBINA aapec CIyKObl TEXHUYECKON MOAJEPKKH M KOHCYJIbTUPOBAHUS 10
pabote ¢ mpoaykrom: okihelp@yarsec.ru.

Tenepon cmyxkObl TEXHUYECKOW TOAJEPKKH U KOHCYJIBTUPOBAHUS MO paboTe ¢
npoaykrom: 8-800-700-71-17.

[Tporpammusiii kommuieke «OKu/IOKn» BkitoueH B ENWMHBIA peecTp pOCCHUCKUX

IPOrpaMM JJIs 3JIEKTPOHHBIX BBIYMCIHUTENbHBIX MAIIMH U 0a3 JaHHbIX (3amuck Ne 7000 ot
7 oxts0ps 2020 r.).
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